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1 INTRODUCTION

This document provides the users of the Domestic Satellite (DOMSAT) Receive-Only Termind (DROT)
with dl information necessary to indal, use, and maintain the system hardware and software. Section 1
provides an overview of the DROT purpose and functions. Section 2 describes the hardware setup and
software ingdlation for the DROT. Section 3 describes how to use dl of the festures of the DROT.
Section 4 describes various maintenance and configuration tasks performed on the DROT. Section 5
contains various scenarios for performing combined tasks on the DROT.

1.1. Oveview

The Nationa Environmenta Satdllite, Data, and Information Service (NESDIS) manages, operates and
maintains the U.S. Geogtationary Operational Environmenta Satdllite (GOES) system. The GOES
gystem'’s primary mission is to continuoudy observe changing weether phenomena from satdllite based
sensors Stuated approximately 23,000 milesfrom Earth. Asacollatera duty, the GOES system supports
aradio relay or Data Collection Sysem (DCS). The DCS enables alarge variety of environmenta data
to be rdayed from point sources, Data Collection Platforms (DCP), which are land, sea, or mobile based
through GOES and back to Earth, from where these data are disseminated to the various system users.

The DCS Automated Processng System (DAPS) was developed for the Nationa Oceanic and
Atmospheric Adminigtration (NOAA) to support the increased volume and complexity of the DCS since
its inception. The DAPS supports the receipt of messages from up to 100,000 platforms and can
redistribute them to up to 5,000 users.

The primary means of data dissemination on the old DCS were telephone circuits. Inthe new DAPSthis
has been changed to aleased channel on a domestic communications satdlite (DOMSAT). The DAPS
islocated at the NOAA Command and Data Acquisition CDA) facility at WalopsIdand, Virginia. From
here platform messages are continuously broadcast using a subset of the X.25 protocol at 56,000 bits per
second (56 Kbps). The data stream is received by the DOMSAT Quality Monitor (DQM), also at
Wallops, whereit is checked for completeness and transmisson qudity. The DQM will inform the DAPS
of messages containing transmission errors so they can be automatically scheduled for retransmission.

Most users of the DCS will have a PC-based receiving station conssting of a satellite antenna, an
industry-standard 386/PC running the UNIX (1) operating system, and custom software provided by the
government. Thisrecelving dation is caled the DOMSAT Receive Only Termind (DROT). Figure 1-1
illustrates the data path from the DCP to the user's DROT.

The DROT is designed for continuous operation. It can selectively archive messages from up to 1,600
platforms specified by the user. The amount of disk storage used by the DROT can be configured by
individua users depending upon their loca requirements and capacities. The default a ingdlation is 20
millionbytes, which should hold severd days-worth under normal operation. While dataisbeing received,
the user can search for desired messages based on a variety of criteria such astime of arivd, originating
platform, etc. Desired messages can then be displayed on the CRT screen, printed, saved to separate
storage on the hard (or floppy) disk, or transmitted to aloca host viaa serid line.

(1) UNIX isaregigered trademark of Microsoft Corporation
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FIGURE 1-1: DATA PATH FROM DCP TO USER

Many users havetheir own loca processing facilities hencethe DROT will be used primarily asafront-end
filter/trandator to selectively extract desired messages and forward them to another computer via a sexid
line. Thiscan be donein redtime (asthe messages are received), or manudly at periodic intervals. To do
this manualy the user will usethe non-redtimefeatures of the DROT to search for any new DCP messages

whichmay have arrived, and then to display, print, save-to-disk, or forward these messages viathe serid
line.
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2. INSTALLATION

This section describesthe steps needed to set up and test the DROT components. The minimum hardware
requirementsfor running the DROT arelisted in gppendix A. Intheremainder of thischapter the hardware
setup and diagnogtics are described. Then an overview of the SCO UNIX ingallation process is given.
Finaly theingalation of the cussom DROT software is described.

21  Hardware Setup and Diagnostics

Firg set up theindustry-standard 386 PC, monitor, keyboard, and printer according to the manufacturer's
ingructions. Power the system up and perform whatever hardware diagnogtics were provided (Thereis
usudly afloppy disk labded "System Checking” or "Diagnogtic Checking” or something smilar). There
may aso be separate diagnostic disks provided with the printer and video adapter.

Unpack the Franklin ICP188C communications board. The board should come with a loop-back
connector and afloppy disk labeled "ICP188C Diagnodtics, Version 2.42". Write down the seria number
of the ICP188C board about to beingalled. It will be used later during the diagnostic checking.

Generdly the board should function properly with the factory default jumper settings. Specificaly, jumper
pins 3-4,2-5, and 1-6 on jumper J2. This sets the base I/0O addressto 278H.

The software configuresthe board to use a64K B shared memory window starting at segment DOOOH. This
isnot currently configurable. Thisdoes not cause a problem on most standard 386 PC systems. However,
if other third-party boards such as multi- port serid boards, ethernet adapters or other communications
processors are used on the DROT, care should be taken to make sure there is no address conflict.

No interrupts are used for the ICP188C in the DROT software.

Read the computer manufacturer's ingtructions on ingtdling expansoncards. Open the PC and ingtdl the
ICP188C in any of the 8 or 16 bit bus dots on the PC mother-board. Attach the loop-back connector
to the 37-pin socket on the back of the ICP188C.

Also, while the PC caseis open, seeif thereis a‘fault map' taped to the hard disk. If so, take it out. The
fault map contains alist of bad tracks that the manufacturer found onyour hard disk. Thiswill be needed
later when ingaling the SCO UNIX Operating System.

Boot MS-DOS on the PC and then place the Franklin diagnostic disk in the floppy drive and run them by
typing:

a
runme

The program will offer amenu of four items, choose "1. Run Diagnostic Tests". You are then queried
for the serid number(s) of up to four ICP188C boardswhich areingtdled. Typein the serid number of the
ICP188C ingaled in this PC after the query for "Board 0". After the queriesfor other boards, just press
ENTER.

Fndly you are offered amenu of several testswhich can be performed. Choose"A - Test All Functions™.
The tests should complete without reporting any errors. If errors are reported in the SCC Loopback or
RS232 Signdl tedts, check that the jJumpers are set in the proper positions given above and that the loop-
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back connector is securely fastened to the 37-pin socket on the back.

Whenthetestsare complete, pressX to exit the diagnostic program, then select option 4 to returnto DOS.
Remove the loop- back connector and store it in a safe place.

Set up the satdlite antenna and interface (TBD). Connect the RS-232 antenna interface to the 37-pin
socket on the back of the ICP188C.

2.2  SCOUNIX System V/386 Ingdlation

If UNIX isbeing inddled for the firgt time on your system, follow the ingalation ingructions detalled in
Chapter 2, Ingdlation Guide, of theSystemAdministrator'sReference. If the computer hasbeen previoudy
used for MS-DOS, first backup anything on the hard disk that you want to save. The UNIX Indalation
will destroy the entire contents of the hard disk.

There are two inddlation options. "Automatic’ and "Configurable’. Generdly, you may choose the
"Automatic" ingtalation option, however if youintend toingtal other softwareor hardware productsbesides
the DROT you may have to proceed through the "Configurable’ ingalation. When using the " Autométic”
ingtalation al default vaues are acceptable. It is not recommended that a separate (/u) filesystem be
created. It is recommended that the "Relaxed Security” option be sdlected.

2.3 DROT Software Instdlation

UNIX provides a menu-driven utility for managing the system cdled 'sysadmsh’. This utility must be run
to create the drot user account and indal the DROT software. To run this utility login as root, giving the
password that you supplied during the UNIX ingalation. When you get the shell prompt (#), type
'sysadmsh’ and press Enter.

First create the drot account by sdecting Accounts from thefirst menu; U ser from the second menu; then
Create from the third menu. Enter 'drot’ for the username, any comments you desire and sdlect 'yes for
'Modify defaults prompt which will bring up a new menu. The only default that must be modified is the
Login Shell option. Specify ‘cah’ for that option. Press Enter to accept al other defaultswhen prompted.
Upon exit of the default modification menu, you will be prompted for a password for the drot account
whichwill complete the creation of the drot account. Additiona information on setting up and administering
user accounts may be found in the "Administering User Accounts' chapter of the System Adminidrator's
Guide.

After creating the 'drot’ account, use the Esc key to return to the main menu of sysadmsh. To ingdl the
DROT software, select System from the main menu; Softwar e from the next menu; then I nstall fromthe
last menu. Press Enter to select A New Product, then Enter again to select the Entire Product. Place
inddlationdisk #1 inthe disk drive and pressEnter when prompted. When you are prompted for thefirst
digtribution volume just press Enter. The ingalation script will ingal the DROT software and the driver
for the Franklin board. It will then relink the Unix kernd. Answer 'yes to al prompts after the kerndl has
been relinked. Place ingtdlation disk #2 in the disk drive when prompted and press Enter.

After the ingdlation has been completed, exit the sysadmsh utility by sdecting the Quit option and Esc
key to pop back up through the menus.

The DROT uses tty02 and tty03 for its displays. The root account must disable logins on these two
multiscreens in order for the DROT to work. Thisis done by entering:
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disable tty02 tty03
Verify that the permissions are read-write for everybody by typing:

chmod 666 /dev/tty02 /dev/tty03
Finaly, the syssem must be rebooted by entering haltsys in order to bring up the new version of UNIX.
Before running the DROT refer to Section 4.1 for information on setting the DROT configuration. Verify

that the parameter settings are correct for your particular ingdlation. At aminimum you will need to enter
your 6 character DAPS user ID into the configuration file in order to receive dectronic mail.



3. DROT USER INTERFACE

This section describes in detail the DROT user interface. Sections 3.1 and 3.2 describe the startup and
shutdown procedures respectively. Section 3.3 gives generd ingructionsfor using the windowing system
included withthe DROT. Section 3.4 explainstheredtimestatusdisplay and givesingructionsfor changing
the configuration while the DROT is running. Section 3.5 describes the DROT non-redtime features
induding message search, selection, and access; and network list editing. Finally section 3.6 explains how
to edit thefour network lists so that the DROT will only receive messages from the platformsin which you
are interested.

3.1  Startup Procedure

To boot UNIX, power up the computer, monitor and printer. After the boot diagnostics are finished you
will see the following prompt:

SCO System V/386

Boot
Smply pressENTER. A screen-full of copyright and status information will then be displayed, followed
by the prompt:

Type CONTROL-d to proceed with normal startup,
(or give root password for syslem maintenance):

Press CTRL-D (Hold the CTRL key down and press D). The system then displays the current system
time followed by the prompt:

Enter new time ([yymmdd]hhmm):
If the time is correct, just press ENTER. If the year, month, and day are correct but not the hour and
minutes, enter the new hour and minutesin theformat shown (HHMM), and pressENTER. Note that the
hours are represented on a 24-hour clock. For example, if the correct time is five-thirty four PM, enter
'1734' and pressENTER. If the either the year, month, or day isincorrect, you must enter the complete
time in the format YYMMDDHHMM. For example, if it is five-thirty four p.m. on February twenty-
seventh, 1989, enter '8902271734' and press ENTER.
Y ou will then see the UNIX login prompt which should look something like the following:

scosysv!login:

Log into the drot account by entering ‘drot’. When prompted for the password, enter the previoudy
selected password.

When you have successfully logged into the drot account the system will display the C Shell prompt:
1%

To activate the DROT software enter:



1% drot
After abrief pause, the following prompt will be displayed:

Enable DOMSAT Link (y/n)?
If you do not want to enable thelink right away (for example, if you wish to modify anetwork lig first), type
nand pressENTER (thelink can be enabled later). Otherwise, typey and pressENTER. In either case,
the following text will be displayed:

Press ALT-F2 for the DROT Status Display.
Press ALT-F3 for the DROT Non-Realtime Functions.

The DROT softwarerunsin a'background' mode so you may continueto perform other tasksusing UNIX
commands while logged onto the drot account or even log off the drot account if you desire.

3.2 Shutdown Procedure

It isimportant that the DROT and the UNIX system be shut down properly. DO NOT SIMPLY TURN
THE POWER OFF aswould be doneif the computer were running MS-DOS. Doing so can damagethe
filesystem on the hard disk, and will require that the various fixup utilities be run when the system is next
darted. (See section 4.3. Recovering from an Improper Shutdown)

To shut the DROT software down, enter 'killdrot' while signed onto the drot account.

To shut UNIX down, login as 'root’ giving the password that you supplied during ingdlation. When you

get the shell prompt '#, type /etc/haltsys' and press ENTER. You will then see the following message:
**  Norma System shutdown **

* Safeto Power Off  **
_Or_

**  Pressany Key to Reboot **

Y ou may now power-down the monitor printer and system unit.

3.3  Windows Operation

Before going into the details of DROT operation, this section gives a brief explanation of the custom
windowing functions which are used to implement the user interface.

3.3.1 Keystrokes

The keyboard interfaceisdesigned to beassmpleand intuitive aspossible. Thefollowing keystrokeshave
gpecid meaning to the DROT:

ALT-F<N>  Switch to multiscreen <N>. See the UNIX documentation for more information on
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multiscreens. The DROT software uses (by default) screen 2 (ALT-F2) for the redtime
status display and screen 3 (ALT-F3) for the Non-Realtime functions.

ESC Ingenerd, thiskey meansto abort the current window or object and return to the previous
one, without saving any changes which may have been made.

ARROWS  The arrow keys are used to move from object to object within awindow. The current
object is aways highlighted.

HOME Move to the top object in awindow.
END Move to the bottom object in awindow.

PAGE-UP/  Some windows contain too many objects to fit on the screen dl a once. These keys
PAGE-DN are used to scroll up and down within awindow.

ENTER Used to sdlect amenu item within awindow.

SPACEBAR  Used to cycle forward through the vaues of a cycle-field in awindow.

BACKSPACE Usad to cycle backward through the values of a cycle-fidd in awindow.

INSERT Used to toggle a text-entry field between insert and overstrike modes.

DELETE Déeetes the character under the cursor in atext- entry field.

F10 Acknowledge any currently displayed darms.

CTRL-L Repaint the entire screen. Thisisuseful if the screen has been garbled by arogue process.
3.3.2 Window Structure

The DROT screens are structured as shown in Figure 3-1.

The top line gives the current GMT, the number of unread mail or bulletin messages in storage, and the
current status of the DOMSAT link. The title area contains the title of the screen with some brief
explanatory text. The Screen Body isdifferent for each screen andiswheredl of the user-interaction takes
place. Thedarm areaconssts of threelines used to display critical system errors. Under norma operation
these lines will be blank (See Appendix D for alist of possble darms). The keystroke line gives a brief
lisaspecia keystrokeswhich are gpplicablein the current Situation. Thehelplineisusedto display system
responses to improper user input.

The screen body contains a number of 'objects. Some objects are interactive (e.g. a menu item or
text-entry field) and can be activated by moving the highlighted cursor to them with the arrow keys. Other
objects are used for digplay only (e.g. thetimefield in the upper |eft corner) and cannot be activated.

Of the objects which can be activated there are three types. Menu Items, Cycle Fields, and Text Entry
Fields. Eachisdescribed in the paragraphs below.
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FIGURE 3-1: DROT SCREEN FORMAT

3.3.2.1 Menu ltems

Menu Items are used to choose an option on the screen.  Often the result of choosing amenu itemisto
bring up alower level window. Examples of menu items are "Serid Parameters' and "Enable DOMSAT
Link" on the DROT Redtime Status Display configuration window.

3.3.2.2 CydeFidds
Cyclefidds are used to set a parameter to one of asmal number of valid values. The user movesto the
cycle field with the arrow keys and then sets the parameter by pressing SPACEBAR continudly until the

desired vaue is displayed. An example of a cycle fidd is the baud-rate parameter in the Serid Line
Configuration window.
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3.3.2.3 Text Input Fields

Text entry fidldsare used to input such parameters as stringsand numbers. Anexample of atext entry field
is the DCP Address prompt on the non-realtime functions, Message Search screen.

When entering characters, you can either be inserting characters into the text (moving subsequent
characters to the right) or overstriking the characters in the text. The INSERT key is used to toggle
between insert and overstrike mode when entering text.

In overstrike mode, the SPACEBAR and BACK SPA CE keys move the cursor through the text without
changing anything. In INSERT mode, the SPACEBAR inserts a space where the cursor is resting, and
the BACKSPACE key erases the character to the left of the cursor, moving the cursor one space to the
|eft.

The DELETE key dd etesthe character directly under the cursor, moving subsequent charactersto thelft.

34 Redtime Status Screen

To view the redtime status screen, press ALT-F2 while the DROT isrunning. A sample satus screenis
shown in Figure 3-2.

Thetop line contains the current GMT, ataly of unread eectronic mail messages, and the current status
of the DOMSAT link. The status of the DOMSAT link can be one of the following:

o] "Disabled" - Thelink is currently turned off.

o] "Loading ICP" - Thelink wasjust activated and the communi cations program isbeing loaded onto
the ICP188C communications processor.

o] "Active' - Thelink is recaiving DCP messages.

o] "Timeout” - Thelink isactivated but no messages have been received in thelast 60 seconds. (The
timeout period is actualy a set table parameter. See section 4 for ingtructions on how to change
it).

3.4.1 Dynamic Status Indicators

The screen body contains dynamic information about the DOMSAT link, serid output status, message
gorage, and network list activation. Each line is described below.

o] "Last Message In" is the 16 bit sequence number of the last message received on the link,
regardless of network list incluson. Under norma operation it should change approximately twice
per second. 1t should be aways increasing except for wrapping around from 65535 to O.

o] "Bad Messages Today" isataly of al messagesreceived in the current day that had either aCRC

or packet sequence error inthem. At GMT 00:00:00 each day, thetaly iswritten to the error log
and the reset to zero.
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FIGURE 3-2: DROT REAL-TIME STATUS SCREEN

o] "DOMSAT Quadlity" is the percentage of messages received in the last hour without CRC or
packet sequence errors. It gives an overal indication of the trustworthiness of the link.

o] "Redtime Serid Output” can be ether "Enabled” or "Disabled”. If enabled, al messagesreceived
whichare on the active network lists are sent to the serid port aswell asarchived onthe hard disk.

o] "Last Message Out” is the 16-bit message sequence number of the last message sent ouit.

o] "Total Messages Stored" showsthe current number of DCP messages currently in storage. When
the DROT isgtarted for the first time, this number will continudly increase until either the message
storage file or the message directory become full. After that it will fluctuate around the same
number as storage for old messages is reused by new incoming messages.

o] "Network Ligts 1 through 4" will be either "Active or "Inactive’. "Active' means that messages

from the DCPs whose address are contained in that list will be accepted and archived.
3.4.2 Interactive Configuration Change
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While viewing the Redltime Status Digplay, pressE SC to activatethe Configuration ChangeWindow. This
display isshown in Figure 3-3. From here you can change the serid communications parameters, engble
or disableredtime serid output, change the network list activation, enable/disable the DOMSAT Link, or
acknowledge any darms currently displayed. Details on each of these actions are provided below.

3.4.2.1 Sarid Communications Parameters

To change the serid communications parameters, move the highlighted cursor to this menu item and press
ENTER. A window will pop up showing the current valuesfor port name, baud rate, bits per character,
parity, and number of stop bits. Thiswindow is shown in Figure 3-4.

"Serid Device' isatext entry fiedd. To change this, move the highlighted cursor to this item and type the
name of the desired port. Note that UNIX uses the following names for serid ports:

ttyla = COM1directline
ttylA = COM1 with modem control
tty2a = COM2directline
tty2A = COMZ2 with modem control

Also since these devices are kept the the /dev' directory, the full device name for COM1 is '/dev/ttyla.
If you have ingtdled additiona ports on your system, such as a multi-port seriad board, see the (HW)
section of your UNIX documentation for the appropriate device names.
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The other serid parameters are Baud Rate, Bits per Character, Parity, Stop Bitsand Protocol. Theseare
dl cyclefidds. To change any one of them, move the highlighted cursor to it and press SPACEBAR
continudly until the desired vadue is displayed.

Protocols provided are None, Xon-X off (CTRL-S,CTRL-Q) and Kermit. For moreinformation on using
the Kermit protocol see Appendix E.

After the parameters have been set, move the highlighted cursor to the bottom menu item, labeled "Save
Changes' and press ENTER. If you have made a mistake and do not want to save the changes, smply
press ESC to abort the window.




3.4.2.2 Redltime Seria Output

This is a menu item which will say ether "Enable Redtime Serid Output” or "Disable Redtime Serid
Output”. To change this, move the highlighted cursor to thisitem and pressENTER.

When enabling redtime serid output, you are queried for a"Since Time"'. The default is the current time.
This"catch up” option dlows al DCP messages that have been received and stored since that time to be
sent out the sexid linewhen the lineisenabled. When output "catches up”, new DCP messages will be sent
asthey arive.

3.4.2.3 Network List Activation

There arefour network listsin the DROT system, any combination of which can be active. Whenaligis
active, dl DCP messages whose address is contained in thet list are saved. To make alig active, move
the highlighted cursor to "Network List Activation” and pressENTER. A window isbrought up asshown
in Figure 3-5.
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On this window there are four items corresponding to the four network lists. You can toggle the lists
between 'Active and 'Inactivé’ by moving the highlighted cursor to the desired number and press
SPACEBAR.

Aswith the Serid Parameters window, save the changes you have made by moving the highlighted cursor
to the bottom item, labeled " Save Changes' and pressENTER. If you do not want to save your changes,
samply press ESC to abort the window.

After changes have been made, they will be reflected on the Redltime Status display.

3.4.2.4 DOMSAT Link Activation

Thisisused to either enable or disablethedomsat link. Depending on the current status of the link, thiswill
ether say "DOMSAT Link Enable’ or "DOMSAT Link Disable’. To change the link status move the
highlighted cursor to thisitem and pressENTER.

35 MessgeRetrievd

The DROT isequipped with a sophisticated search-and-retrieva systemtailored to usersof the DCS. As
DCP messages are received they are indexed according to a number of search criteria and then stored in
chronological order in a large circular disk file. The results of the indexing are stored in a separate
message-directory file.

When a user wants to retrieve DCP messages which are stored on the disk, he/she will do the following:
o] ‘Search’ for desired messages based on a number of criteria.

o] If specific messagesaredesired, the user might 'sdlect’ these from the results of the search. If none
are selected, it is assumed that the user wants al of the messages found by the search.

o] The user then accesses the selected messages in one of four ways. Display on the screen, Print,
Transmit over the serid line, Saveto disk.

The following sections describe how to do each of these operations.

To dtart the message-retrieva process, first press AL T-F3 for the Non Redtime Functions window, then
select M essage Retrieval from the menu.

The Message Search Screen then comes up as shown in Figure 3-6. From here the user will perform al
of the retrieva functions.

Along the left margin, the user sees aligt of criteria which can be used in searching. Above the search
criteria is an indicator labeled "Messages Found”. This will display the count of messages meeting your
criteria after a search has been performed.

Along the bottom of the screen body are three menu items. "Perform Search” is used after the user has
selected the search criteria. "Sdlect Messages' brings up awindow containing just the DCP address and
the time of receipt for each DCP message found in the search. From here the user can sdect individua
messages. "Message Output” enables the user to access the messages once they have been found and
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selected.
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3.5.1 Choosing Search Criteria

Along the left margin of the Search Screen are dl of the criteriawhich can be used in searching. Theseare
acombination of text-entry fields and menu items.

To choose acriterion, movethe highlighted cursor to it and enter avaue (Since, Until, Network Ligts, and
DCP Address) or press ENTER (Electronic Mail, Retransmitted Messages, ...).

To turn-off a sdected criterion, move the cursor to it and erasethe value (PressDELETE severd times)
or pressENTER.

When a criterion is chosen, an asterisk gppearsto its | eft.
The following gives a brief explanation of each criterion.

o] 'DROT Time: Since' enables you to find only those DCP messageswhich werereceived by the
DROT after a given date and time. Simply enter the Julian date and time in the format shown
(DDD/HH:MM:SS[YY]). Thetimeisassumed to be GMT.

o] 'DROT Time: Until' enables you to find only those DCP messages which were received by the
DROT before a given date and time. Enter the Julian date and time in the format shown (DDD
HH:MM:SS[YY]). Thetimeisassumed to be GMT.

o] 'DAPS Time: Since'
o] 'DAPS Time: Until'
Each message transmitted over DOMSAT containsthe timethat the message started to bereceived by the

DAPSinWadlopslIdand, VA. These criteria serve the same purpose as DROT Time above except that
this embedded time field is used.

The DROT Time and DAPS Time of a message will usualy be farly close except in the case of
retransmitted messages.

o] '‘Network List' enables you to find only those DCP messages whose address is contained in a
particular network list or lists. Enter the desired list numbers (1-4) in the space provided,
separated by blanks or commeas.

o] 'DCP Address enables you to find only those DCP messages with a given address. Enter the
eight hexadecima digits of the desired (BCH-encoded) addressin the space provided.

o] 'Electronic Mail' enables you to find globa bulletins (intended for al DCS users), DCP bulletins
(intended for al users of a particular DCP), and Mail (intended for particular users), which
currently resdes in your disk. Simply move the cursor to thisitem and pressENTER.

o] 'Retransmitted M essages Only'. Users of the DCS can request the retransmission of a DCP
message or messages. When this has happened, this criterion enables the user to quickly locate
these messages.

o] ‘Not Previoudly Displayed, Printed, Transmitted, or Saved to Disk' enablesyouto find only
'new’ messages that you have not aready |ooked at in some way.
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Any combination of search criteria can be chosen. Criteria are combined by a logica 'AND'. For
example, if Network List 1 and Not Previoudy Printed are chosen, then the search will find only those
messages whose DCP address is on network list 1 AND were not previoudy printed.

Also, a search can be performed without choosing any criteria. In this case al messages will be found by
the search.
3.5.2 Performing a Search

After the desired criteria are chosen, perform the search by moving the cursor to the "Perform Search”
menu item near the bottom of the screen. This can be done quickly by pressng END, ENTER.

The bottom line of the screen then informs you that the search isin progress. This may take severd
seconds. Findly the search will complete and the "Messages Found" indicator near the top of the screen
will report the number of messages which were found.

Note that the current version of the DROT limitsthis number to 4096. To access more messagesthan this,
you will have to use search and then access severd times.

3.5.3 Sdecting Individud Messages
Thisstep isoptiond. 1t need only be doneif you want to select particular messages for output.
Move the highlighted cursor to the center menu item near the bottom of the screen labeled "Sedlect

Messages'. ThenpressENTER. A pop-up window is displayed showing the DCP address and receipt
time of each message found in the search, as shown in Figure 3-7.
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When the window first appears, the top item is highlighted. From here you may browse through the
messages using the UP, DOWN, PAGE-UP, PAGE-DOWN, HOME, and END keys. To sdlect a
particular message, move the highlighted cursor toit and pressENTER. Y ou will then seean agterisk just
to the left of the DCP address. To un-select amessage, move the cursor to it and pressENTER again.

Whenall of your sdectionsaremade pressESC. The Sdlect Window will disappear and you are returned
to the Search Screen. If any sdections were made, note that the number of messages sdected is now
displayed near the top of the screen, just to the right of the Messages Found indicator.

3.54 Message Output

Once agroup of messages has been found by a search and (optionally) sdlected from the Sdlect Window,
it can to output in one of four ways. Move the highlighted cursor to the right-most menu item near the
bottom of the Search Screen, labeled "Message Output”, and pressENTER. A pop-up window will then
appear as shown in Figure 3-8.

3.6.4.1 Displaying Messages

To display DCP messages select DISPLAY from the Message Output Window. Each DCP message will
then be displayed on the screen in the format shown in Figure 3-9. After each screenful isdisplayed, press
ENTER to continue or press ESC to exit back to the Message Output Window.

Each message displayed begins with a formatted header containing various message and transmission
attributes. Al of these attributes are transmitted with the message from the DAPS except .

. G e 13k dereda Aail: 0 COMSEAT | Irv 5la4 e Meaked h
MESEASE SCARNG
Mas5ages Fot:
Guvih Crliers
DAY TIre: flnza 0O 174 MKLSE B9 Urtil OC D 1HIEMM:S5 0%
Mamem Time:  Since D0 HH.MASE 30 ik BTN HHMMES RO
Metwoek, Lisls:
LaSP Acdress:
Elaetinnic: Mal
Heliaped niha] BF2E s & Wi i
Coil Quuby Mimitiper Criy 3 MFENAGF CLTPLT |
N Bmeansy | Hepinyod s
WG Praviously Frioed m
MNP Pamsiae sl Traneme -4
213 Pruk-ikly Savesda 7 Kk Frind
franame
: Zaws 13 Zlsk
. ——
. HargnHEverl I SR T ] e TToe
|
. |
i
ENTE - -t BT e s S aon =g Mo i
" -

FISURE 3-3: DCP MESSAGE CUTPUT WIHDOW

3-14



for ' STATUS FLAG' and 'DROT TIME!, which are attached locally by the DROT. 'STATUS FLAG'
iswhere the DROT keep track of whether this message was received with CRC or packet sequence
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FIGURE 3-8: DCP MESSAGE DISPLAY

errors, or whether this message has been accessed previoudy and inwhat way. 'DROT TIME isthetime
that the message was received by the DROT (in GMT). Assuming the loca clock is set accuratdly, it
should befairly close to the' DAPS TIME!, except in the case of retransmitted messages.

For adescription of DCP message attributes sent from DAPS, see appendix C.
3.5.4.2 Printing Messages
To print your group of DCP Messages, move the highlighted cursor on the Message Output window to

"Print” and pressENTER. The messages are formatted and saved on atemporary file and then printed
using the print command contained in the configuration file. (See section 4.1 to change this command.)

3.5.4.3 Tranamitting Messages
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To transmit your group of DCP Message viathe serid port, move the highlighted cursor on the Message
Output Window to "Tranamit" and press ENTER. The messages are then queued to the serid output
gpooler process. Note that this action may not be performed if realtime serid output iscurrently enabled
(seesections3.4.1 and 3.4.2.2). In addition, if redtime serid output is enabled after seria output has been
initiated from this menu, redtime seria output will take precedence, interrupting the flow from thisrequest.
Serid output from this request will continue after realtime output has been disabled.

3.5.4.4 Saving Messages to Disk

To save messages on a disk file (separate from the DROT's circular message-storage file), move the
highlighted cursor on the Message Output Window to "Save to Disk” and pressENTER. You will then
be prompted for afilename on which to save the messages. If the named file dready exigts, you will be
warned and will have the option of overwriting the exigting file, gppending to the existing file, or entering
adifferent filename.

If you wish to save the file on afloppy disk, you have the following options:

o] Usethe UNIX 'tar' programto savethefilg(s) onafloppy disk. First format ahigh-densty floppy
disk, and then save the files on it with the following commands:

fmth
tar cv2 filel file2 ...

To restore the files to another UNIX system, place the floppy in the high-dengity drive and type:
tar xv2

o] Save thefile onan MS-DOS formatted disk. Format the disk and then copy the file(s) to it with
the following commands

dosformat a:
doscp filel file2 ... a:

The file(s) may then be restored on any MS-DOS or UNIX system.

o] Create amountable UNIX file system on afloppy disk and then mount it on alocd directory. The
file may then be copied directly to the floppy using the UNIX 'cp' command. (See the UNIX
documentation for ingtructions on how to create a mountable UNIX file system).

3.6  Network List Edit

There are four network ligs labeled "nl1", "nl2", "nI3", and "nl4" in the drot directory. These are ASCII
text files with the following format:

o] Blank linesare OK. They areignored by the DROT.

o] Comment lines begin with a'#.

o] DCP lines begin with an eight-hex-digit DCP Address, optiondly followed by a space or tab and
a(50- character max) comment.
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Y ou can edit this file with the text editor of your choice or you can useto editor provided withthe DROT
to insert and delete DCP Addresses and comments.  The following sections explain the use of the DROT
Network List Editor.

3.6.1 Sartingthe Network List Editor

To start the DROT Network List Editor pressAL T-F3 to display the Non-Realtime Functions Screen and
press ESC anumber of timesuntil you seethe menu with thetitle"DROT Non-Redtime Functions'. From
this menu select Network List Edit. The next menu asks you whichlist you want to edit and isshownin
Figure 3-10.

4 GMT: 048 13:20:01 einaad Mad: 0 DIMASAT L Stelus: Disabled A

DROT Wan-Realime Fungions
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SHelect List 1 Edit
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FIGURE 3-10: "SELECT LIST TO ERIT" MENL
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Select thedesired list from themenu. Thelist will then be displayed on the screen asshownin Figure 3-11.
Note the menu of function keys which gppears on the bottom of the screen.
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FIGURE 3-11: NETWORK LIST EDIT

3.6.2 AddingaDCPtoalig
To add aDCP to the list move the highlighted cursor to the desired insert-location and press F1. Space

will be opened just beforethat point for you to enter anew DCP address and an optional comment. Note
that alist cannot contain more than 3000 platform addresses.
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3.6.3 Adding Comment Lines

To add acomment line to the network list, move the highlighted cursor to the desired insert-location and
pressF2. Spacewill be opened just beforethat point for you to enter acomment line. Note that comment
lines mugt begin with '#.

3.6.4 Ddeing aDCP or Comment Line

To ddete a DCP or comment line from anetwork list, move the highlighted cursor to the desired location
and press F3. The sdlected line will disgppear and subsequent lines will be moved up.

3.6.5 Quitting and Saving Changes

When dl changes have been made to the network list, press ESC. You will then get a pop-up window

asking you if you want to save the changes. Type'Y' and pressENTER. Thenew lig will be saved on
disk and, if thelist is currently active, will be downloaded to the ICP driver.
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4. DROT MAINTENANCE

This section describes various mai ntenance tasks to be performed on the DROT. Section 4.1 explainsthe
configurable parameters of the DROT, and how they can be changed. Section 4.2 describesthe log kept
by the DROT of various eventsand darms. Section 4.3 tells how to recover from an improper shutdown,
suchasapower falure. Section 4.4 explainsthe DROT FIXUP utility which isused to restore a corrupted
message-file or message directory.

4.1  DROT Configuration

Whenthe DROT softwareisstarted it reedsafilecaled "drotconfig” inthedrot directory. Thisfilecontains
the vaues of various settable parameters. The default configuration (asingaled) isshownin Appendix B.
Y ou can change the configuration by smply editing thisfile.

Note: You cannot edit the 'drotconfig' file whilethe DROT isrunning!

Use the text editor of your choice to modify 'drotconfig’. UNIX comes with the VI, EX, and ED text
editors. Y ou will need to become familiar with one of these.

‘drotconfig’ isan ASCII text file. Lines beginning with '# are comment linesand areignored. Blank lines
are OK. Other lines begin with a parameter name followed by a colon, and then the parameter settings.
The following isabrief explanation of the settable parameters.
o] XLINE: <device> <data-rate> <driver-mode>
The 'device is the filename of the UNIX devicenode. The nodeis created as'/dev/icp’ when the
DROT isingaled and should not be changed. The data-rate of DOMSAT is currently 56,000
Kbps. Thisaso cannot be changed.
The'driver-mode can beeither 'DROT or '‘ALL". In'DROT" mode, thedriver will return only the
DCP messageswhose addressis contained in the active network list. In'ALL" mode, al messages
will be returned. "All" mode may be used for testing the DOMSAT link.
o] DOMSAT_TIMEOUT: <seconds>

This specifiesthe number of seconds after which, if no messages are received over the DOMSAT
link, atimeout darm will be generated. The default is 90.

0] ICP_PROGRAM: <program-name>
This is the name of the program which is downloaded to the Franklin Telecom 1CP188C
communications card to handle the X.25 protocol of DOMSAT. It is set to 'hin/188x25.exe at
ingalation and should not be changed.

o] SERIAL_LINE:<device> <baud> <bits> <parity> <stop-bits>
This specifies the serid parameters used in forwarding DCP messages to another computer. The

default values set at ingtdlation are device=/dev/ttyla, 9600 baud, 8 bits per character, no parity,
1 stop hit.
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MSG_BEG: <string>
MSG_END: <string>

When messages are transmitted via the serid port or saved to disk they can be framed by these
grings. MSG_BEG specifies an optiond string saved or transmitted before the actual message,
and MSG_END specifiesastring saved or transmitted after the actua message. If thedringisto
contain blanks it must be surrounded by double-quote marks. If the string is to contain a
double-quote mark, it must be preceded by a backdash. The following control characters are
recogni zed:

\n - Linefeed (octal 012)

\f - Formfeed (octal 014)

\r - Carriage Return (octal 015)
\t - Tab (octal 011)

\b - Backspace (octal 010)

Other control characters or characters above 127 may be specified by exactly three octa digits
preceded by a backdash. For example, linefeed could aso be specified as\012.

For example the gtring " ab c\n\" de\377" specifiesa 9- character string. Thethird character is
aspace. Thefifth and sixth characters are linefeed and a double- quote, respectively. The last
character has an octal value of 377

RT_TERMINAL: <dev> <type> <init> <cons> <fore> <back>
OL_TERMINAL: <dev> <type> <init> <cons> <fore> <back>

These lines specify the terminds to be used for the redtime status display and the non-redtime
functions display whenthe DROT isrunning. 'dev' isthedevice name. ‘type isthetypeof termina
as specified in the termcap or terminfo databases. ‘init' is an optiona string sent to the termind
when the DROT is started up, which is useful for setting up colors and other attributes. 1t may
contain control characters specified in exactly the same was as described above for MSG_BEG
and MSG_END. ‘cons isal if the termind is one of the UNIX multiscreens and O otherwise.
‘fore’ and 'back’ are the color numbers for norma foreground and background character display,
as defined in the following table:

Magenta 13 Intense Magenta
Brown 14 Ydlow
White 15 Intense White

0 Black 8 Gray

1 Blue 9 InteneBlue
2 Green 10 Intense Green
3 Cyan 11 Intense Cyan
4 Red 12 Intense Red

5

6

7

ALARMCOLOR: <foreground>

This specifies the color in which darms are displayed on the CRT screen. Only the foreground
color is specified. The background will be the same as the normd colors specified above.
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MESSAGEFILE: <filename>

The DROT saves messagesin afile with the given name. It aso creates a message-directory file,
which has the the same name as the message file with ".D" gppended. The filename can have up
to 12 characters.

max_storage: <bytes>

max_recor ds. <messages>

The messagefile and thedirectory fileare both circular files. Thismeansthat when they reach their
maximum size, they starts overwriting the oldest messages as new ones arrive. 'max_storage
gpecifies the maximum message-file Sze in bytes. 'max_records specifies the maximum number
of DCP messages which can be stored at any time. 'max_records should be at least the vaue of
max_storage divided by 100.

ACTIVE_LIST: <list numbers...>

There arefour network ligs named "nl1", "nl2", "ni3", and "nl4". Any combination of the four can
be active. This parameter pecifies which ones are active. The default at indalationis™1 2 3 4"
@l ligs ective).

PRINTCMD: <command-string>

The DROT prints DCP messages by formatting them in a temporary file and then sending the
temporary fileto thenorma UNIX printing utilities. Thiscommeand string determineswhich utilities
will be used for printing. The string must contain '%s in it which will be replaced by the name of
the temporary file.

For example, the following string will formet the file with the 'pr' utility and then pipe it to the 'Ip
utility.

"pr %s| Ip"
RT_SERIAL_OUTPUT: <enabled/disabled>

If thisis 'enabled’ then DCP messages will be sent out the serial port as they are received and
archived. If thisis'disabled' they will not.

GLOBAL_BULLETINS: <DCP address>

DCP_BULLETINS: <DCP address>

MAIL: <DCP address>

DAPS ALIVE: <DCP address>

These are four message types which do not originate at DCPs. Each has a special address
associated withit. These addresses are assigned by the NESDIS DAPS administrator and should

not be changed. Globa Bulletins are intended for dl users. DCP Bulletins are intended for users
of aparticular DCP. Electronic mail isintended for individud users. The DAPS-ALIVE message
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is sent at least once every 60 seconds and can be used for testing.
0 USER IDS. <ID1ID2...>

Each user hasaunique 6 character user ID. Itispossiblethat aDROT may be used by more than
one user. Thisfiddligsdl of the user IDsfor this DROT and is used for receiving eectronic mail.
It should be changed when the DROT isfirg ingtaled and whenever the user IDs change. Each
DROT may be configured for up to 31 user IDs.

4.2  TheDROT Event Log

The DROT records the time of events such as system startup and shutdown, DOMSAT enabling and
dissbling, and dl errorsand darms. Each entry gives the date, time, name of the process generating the
event, and a brief description of the event. The following is a sample of possible logged events:

283/13:46:36: t_ctrl: ***** DROT Starting up
283/13:46:48: t_recv: Archivefileis empty
283/13:46:48: t_recv: Directory 'messages.D' is empty.
283/13:46:54: t_ctrl: Disabling DOMSAT
283/13:46:59: t_ctrl: Enabling DOMSAT
289/17:07:37: t_ctrl: ***** DROT Shutdown

Note that the times stored in thelog are in GMT with the firdt three digits being the Julian date. Mogt of
the entries are salf explanatory and are generated as a direct result of some action taken by the user. In
the above examplethe second and third eventswere generated by the DROT receive-process(t_recv) and
indicate that the message-file and message-directory wereempty. Thiswill happenthefirg timethe DROT
is started up and is not necessarily an error.

The DROT doresthelog intwofilesinthe DROT homedirectory cdled "errlog.a’, and "errlog.b”. When
onefile reachesits one-hdf megabyte sze limit, the DROT erases the other file and gartsusing it.

4.3  Recovering from an Improper Shutdown

The DROT is continually updating two files, the message-storage file and the message-directory file. The
message-storage file containsthe actual DCP message data plus aheader added by the DROT (containing
atime stamp, qudity indicator, etc.). The message directory contains various attributes of each message
and a pointer to each DCP-message in the message-storage file.

Two things can happen when the system is smply turned-off or if a power failure occurs.

o] The shutdown may occur after a group of messages has been written to the message-storage file
but before the corresponding message-directory entries were created.

o] Since UNIX buffersal disk-1/0, any data written by the DROT may Hill bein abuffer in RAM.
That is, it may not have been written to the disk yet.

In both cases, the message-storage file and the message-directory may not agree. The discrepancy will

be reported the next time you try to run the DROT, and to fix it, you will haveto run a utility caled ‘fixup',
which compares the two files and eiminates any discrepancies. For a 20MB file this will take
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gpproximately 1 hour.
See section 4.4 below for ingtructions on running the fixup utility.
When the system is not shutdown properly discrepancies are also created in the UNIX file-system
structures. When the system is rebooted it will run a utility called 'fsck' (File-System ChecK). This will
not take long and is done automatically.
44  TheHXUP Utility
The FIXUP Utility brings the message directory file into agreement with the message storagefile. Thisis
only necessary after an improper shutdown so that DCP message data which arrived just before the
shutdown will not belog.
The fixup utility checks for the following error conditions:
o] Directory entries with the same offset (The incorrect entry is removed.)
o] Gaps between messages in the message file (no action taken.)
o] Directory entry with an offset that does not point to a message (the entry isremoved.)
o] A DCP messagein the messagefile with no corresponding directory entry (anew entry iscreated).
When errors are detected, fixup will display an error message to the standard output and will attempt to
fix the discrepancy. 1t doesthisby building anew message-directory in atemporary file and then replacing
the existing message-directory with the new one.
Login as 'drot’ to use the FIXUP utility. The command has the following syntax:

fixup [-q] [-r] [-d] [-t <tmp-dir>]
The options have the following meaning:

-q (quiet) Do not report any errors found to the standard output.

-r (read only) Report dl errors but do not fix anything.

-d (dupsonly) Report and fix duplicate records only, do not compare the message file with the
directory file. (Thisis much faster but not as thorough).

-t <tmp-dir>Fxup recregtes the directory in atemporary file. This option causes the file to be
creeted in the named directory rather than /usr/tmp’. Usethis option if your DROT has separate
filesystemsfor ‘/u and /us* and limited space under /us'.
A more dradtic dternative to fixing the corrupted message files is smply to delete them. DOING SO
WILL ERASEALL DCPMESSAGESCURRENTLY STORED BY THEDROT. Todothislogin
as'drot’ and then delete the message file and directory file by typing the command:

rm <filename> <filename>.D
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where <filename> is the value of MESSAGEFILE as specified in the 'drotconfig file.

If there are dtill problems restarting the DROT after an improper shutdown, check for the existence of the
following files

Jusr/drot/drot_running
/usr/drot/t_cnfgkey
ftmp/scrout
ftmp/scrclock

These are temporary fileswhich the DROT software cresteswhen it is activated. Thesefiles are removed
by the DROT software during norma shutdown. If they exist when the DROT software is inactive, they
should be removed using the UNIX ‘rm’ command.
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50  Sdected DROT User Scenarios

This section contains severd examplesfor performing varioustasks onthe DROT. It isnot intended to be
exhaudtive, but rather to illustrate the combined use of features described abovein detall.

51  Peiodicaly Tranamit dl newly-arrived DCP messages

A common way to use the DROT will be to let it run continuoudy with reatime serid output disabled.
Then, periodicaly (perhaps once per day) the user will retrieve any new messages which have arrived and
send them dl a once over the serid line. The DROT then actslike abuffer and protocol trandator for the
user's main processing facility.

o] Start up the DROT software by logging into the drot account and entering ‘drot'.

o] When prompted, enable the DOMSAT link.

o] Press ALT-F2 to display the Redtime Status Screen (as shown above in Figure 3-2).

o] Verify that the 'Last Message In' indicator is occasiondly incrementing.

Inthis scenario we want to find any new messageswhich arrived since the last time we checked, hencewe
will amply search for al messages that have not been previoudy transmitted.

o] Press ALT-F3 to display the Non-Realtime-Functions Screen.

o] Press ESC until you see the menu with theftitle "DROT Off-Line Functions'.

o] Then pressHOME, ENTER to sdect "Message Retrievd”.

Y ou will then see the message search screen, as shown above in Figure 3-6.

o] Press DOWN severd times until the cursor is over "Not Previoudy Trangmitted”.
0 PressENTER to sdlect this criterion.

o] PressEND, ENTER to perform the search.

After amoment the system will beep and the number of messages found will be displayed near the top of
the screen.

0] PressRIGHT, ENTER to sdect "Message Output”.
o] From the Message Output Menu sdect "Transmit”.
The messages will be spooled to the serid output process and transmission will begin. Also, the DROT

will now remember that dl of these messages have been transmitted, so that the next time the same search
is performed, they will not be found.

5.2 Retrieve and Print Bulletins and Electronic Mail
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The "Unread Mail" indicator is found on the top line of both the Redtime Status and Off-Line Functions
screens. When thisis non-zero, it means one or more of the following:

(0]

(0]

(0]

(0]

(0]

A globa bulletin addressed to dl DAPS users has arrived.
A bulletin addressed to users of aparticular platform (that | am using) has arrived.

An electronic mail message addressed to one of the users of my DROT has arrived. Hence the
term 'mail’ has a broader meaning on the DROT then it does to the DAPS.

Press ALT-F3 to display the Non-Realtime-Functions Screen.
Press ESC until you see the menu with theftitle "DROT Off-Line Functions'.

Then press HOME, ENTER to sdect "Message Retrieva”. Y ou will then see the message
search screen, as shown above in Figure 3-6.

Press DOWN severd times until the cursor is over "Electronic Mail".
PressENTER to sdlect this criterion.

Press DOWN again until the cursor is over "Not Previoudy Printed"”.
PressENTER to sdlect this criterion aso.

PressEND, ENTER to perform the search.

Thissearchwill find any dectronic mail or bulletinscurrently in storage which have not been previoudy been
printed. After amoment the system will beep and the number of messages found will be displayed near
the top of the screen.

(0]

(0]

5.3

PressRIGHT, ENTER to open the Message Output Window.

From thiswindow sdlect "Print”. The messages will be spooled to the printing utility and printing
will gart.

Retrieve Specific Messages from a Known Time Range

In this scenario we will search for a specific message from two platforms which we know are supposed
to report within agiven time range. We will then display these messages on the screen.

Assume that the platforms we are interested in have the addresses '00000ED2' and '00001092' and we
know they are supposed to report between 13:01:00 and 13:05:00 GMT on day 108in 1990. To dlow
for afudge factor, we will widen this time window by 5 minutes on either Sde.

(0]

(0]

Press ALT-F3 to display the Non-Realtime-Functions Screen.
Press ESC until you see the menu with theftitle "DROT Off-Line Functions'.
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o] Then pressHOME, ENTER to sdect "Message Retrievd”.

Y ou will then see the message search screen, as shown above in Figure 3-6.

o] Using the arrow keys, move the highlighted cursor to the DROT Time - Sincefidd.

0 Enter 108/12:56:00 90 in thisfidd.

0 PressRIGHT to move the cursor to the Until field.

0 Enter 108/13:10:00 90 in thisfidd.

o] PressEND, ENTER to perform the search.

This search will quickly find al messages which were received by the DROT inthet timeinterva. After a
moment the system will beep and the number of messages found will be displayed near the top of the
screen. The cursor will be over 'Select Messages at the bottom of the screen.

0 PressENTER to activate the Sdlect Window.

Thiswindow shows alig of the DCP Addresses and Times of the messagesfound by the search. Thetop
message will be highlighted.

o] Using the UP and DOWN arrow keys, move the cursor to the first message in the list which has
the address 00000ED2 or 00001092.

o] PressENTER. Anagterisk will gppear to theleft of the DCP addressindicating that this message
isnow 'selected'.

o] Scrall through the list selecting adl messages which have the desired addresses.
o] When finished, press ESC.

Note that the '"Messages Found' indicator near the top of the screen now aso reports the number of
messages selected.

o] PressRIGHT, ENTER to open the Message Output window.
o] Move the cursor to 'Display’ and press ENTER.

The firgt selected message will be displayed as shown in Figure 3-9 above. Y ou can scroll through the
messages by successvely pressng ENTER.



APPENDIX A: DROT SYSTEM REQUIREMENTS

The following is necessary to run the DROT software:

Industry Standard 386Computer (PC/AT/EISA bus)

At least 8 megabytes of RAM

One RS-232 serid port

One pardld printer port

One high-density (1.2 MB) floppy disk drive

Hard disk of at least 100 MB for 20 MB of DCPmessage storage (140 MB if
Devedopment System isingtaled)

Keyboard

Any standard video controller and monitor (HGC, CGA, EGA, or VGA)
Printer

*Franklin Telecom 1CP188C Communications Processor

**SCO UNIX Operating System System V/386, Verson 2.3

Custom DROT Software furnished by government

Satellite Antenna and Interface (TBD)

o O O 0O O o

©O O O 0O 0O O o

* Avallable from Franklin Datacom, 733 Lakefidd Rd., Westlake Village, CA 91361, (805)
373-8688.

*x Available from The Santa Cruz Operation, Inc., 400 Encinal Street, P.O. Box 1900, Santa Cruz,
CA 95061, (800) 626-8649.
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APPENDIX B: DEFAULT DROT CONFIGURATION

Thefallowing isthe DROT configuration file as provided in the ingtalation floppy. For adescription of the
contents, see section 4.1.

#
# DROT Configuration File
#

#

# X.25 Parameters.

#

XLINE: /dev/icp 56000 DROT

#

# Timeout for DOMSAT:
#

DOMSAT TIMEOUT: 90

#

# Program to download to ICP:

#

ICP_PROGRAM: bin/188x25.exe

#

# Serid Line Parameters:

#

SERIAL_LINE: /dev/ttyla 9600 8 none 1

# Strings sent at beginning and end of each message:
MSG BEG: "
MSG _END: "\n\n\n"

#

# Redtime Termind:

#

RT_TERMINAL: /dev/tty02 ansi "\033[2;15;1m\033[7;0;2m" 1151

ALARMCOLOR: 4

#

# Off-Line Termind:

#

OL_TERMINAL.: /dev/tty03 ans "\033[2;15;1m\033[7;0;2m" 115 1

#

# Various Operational Parameters:
#
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MESSAGEFILE: messages
max_storage: 20000000
max_records. 300000
ACTIVE_LIST: 1234
PRINTCMD: 'pr %s| Ip'
RT_SERIAL_OUTPUT: disabled
GLOBAL_BULLETINS: 11111111
DCP_BULLETINS: 22222222
MAIL: 33333333

DAPS _ALIVE: DADADADA
USER_IDS: ID0001 1D0002 1D0003 1D0004
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APPENDIX C: DCP MESSAGE FORMAT

This gppendix details the format of DCP messages as saved and transmitted by the DROT. It does not
describe the X.25 subset used for messages transmitted over DOMSAT. For that information see the
DROT/DQM Software Maintenance Manud.

All messages saved (to separate disk storage) or transmitted (over the serid line) will be preceded and
succeeded by the MSG_BEG and MSG_END strings specified in the 'drotconfig' file (see section 4.1).
The format of the actud message is given in the following table:

Item Length (bytes) Format
DCP Address 8 ASCII hex digits (0-9, A-F)
Arrival Date'Time:
Year 2 ASCII digits
Day 3 ASCII digits (Julian day)
Hour 2 ASCII digits (00 - 23)
Minute 2 ASCII digits (00 - 59)
Second 2 ASCII digits (00 - 59)
Failure Code 1 ASCII character:
G Good Message
? Parity Error
W Received on wrong channe
D Duplicate (multiple chan)
A Correctable Address Error
B Bad Address
T Time error (early/late)
U Unexpected Message
M Missing Message
I Invaid Address
N Non-complete entry in PDT
Q Bad Qudity Measurements
C Comparison error on test transmission
Sgnd Strength 1 ASCII digits
Frequency Offset 2 ASCII digits
Modulation Index 1 ASCII character
Data Qudlity 1 ASCII character
Channd Received 3 ASCII digits

Spacecraft Received 1
Uplink Carrier Status = 2

Message Data Length 5
Message Data

ASCII char: 'E or 'W'
ASCII hex digits: Status for spacecraft on which message was
received.

ASCII digits

<variable> <varigble>

Note that the characters of the message data and the quality measurements (signa strength, frequency
offset, modulation index, and data qudity) retain the parity information as tranamitted by the originating
plaform. This is usudly seven hits, even parity. The characters of the other header items will be
transmitted as eight bits, no parity. When messages are displayed or printed, the parity information is

removed.



APPENDIX D: LIST OF POSSIBLE ALARM MESSAGES

Eachadarm inthelist below is preceded by the name of the process which generated it. Thetext of the
darmisgivenfollowed by abrief explanation. If ‘(FATAL) appears after the darm text it meansthat the
occurrence of the darm will dso cause the DROT to cease functioning.

t_ctrl: Could not send SER_ CNFGCHANGE
Unable to send configuration change to seria output task

t_ctrl: Cannot add list <list number>
The specified network list could not be made active.

t_oluser: Cannot open network list file <nl?>
The Non-redltime Functions Task could not open the specified network list for for reading. Either it
doesnt exist or thereis a permission problem.

t_oluser: Cannot open network list for writing
Non-Rea Time Functions Task could not open the specified network list for for writing, probably due
to apermisson problem.

t oluser: Error searching directory
A system read-error occurred while searching the directory entries.

t recv: Read error (FATAL)
Error reading Franklin ICP188C.

t recv: Timeout on DOMSAT Link
No DCP messages have been received in the time period specified in the drotconfig file (default = 90
seconds).

t recv: ICP Error: Host too dow -- message dr opped

Interna bufferson Franklin ICP188C becamefull before the PC could empty them. Hence some DCP
messages may have been dropped. This could happen if the system is heavily loaded with non-DROT
Processes.

t recv: ICP Error: Fixed ICP out-of-phase
Thisisrelated to the "Host too dow" message above.

t_recv: Cannot open <program-name> (ICP Program)
The file specified in 'drotconfig’ for ICP_PROGRAM is not readable by the DROT.

t_recv: Directory overflow -- messages deleted
The message directory filled up before the message storage file did. The value of ‘'max_records in
‘drotconfig’ istoo small.

t_recv: Serial output overflow
This can happen when red-time serid output is enabled and avery dow serid linerate (e.g. 300 baud) is

specified.

D-1



t_serout: Cannot open <message-file-name>
Serid output task is unable to open the message file.

t_serout: Serial output overflow

Internd buffersin serid output task overflowed. Some DCP messages queued for output may have been
dropped. This can happen when many messages are queued and a very dow serid line rate (eg. 300
baud) is specified.

t_serout: Could not initialize serial port

Invalid parameters were specified for serid port (name, baud, bits per character, parity, stop-bits)
t_serout: Cannot open DCP lig file

Serid output task could not open atemporary file queued for transmission.

t xmitmsg: Cannot allocate buffers
The Non-redtime Functions Task could not alocate memory for internd buffers.

t_xmitmsg: Cannot createtmp file
The Non-redtime could not create a temporary file for queuing messages for transmisson. Either the
hard disk isfull or there is a permissons problem.

t xmitmsg: Error writing tofile
The Non-realtime Functions Task could not create, or write to atemporary file in order to queue DCP
messages for transmisson.

t_xmitmsg: Error sending on message queue

The Non-redtime Functions Task could not send a serid- output-request message to the seria
output task.
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APPENDIX E: USING KERMIT PROTOCOL

Kermit protocol is supported on the serid line on both rea-time and off-line screens. Kermit protocal is
selected on the "Protocol” cycle fied of the serid parameters menu.

When serid output is enabled under Kermit protocol, DCP messages are sent as individud files Thefile
nameisthe 8-hex-digit DCP addressfollowed by a3-character sequence extension. The extension ensures
that successive messages from the same DCP will not overwrite each other.

Ohbvioudy, this could result in alarge number of smal files being collected on the remote system. It is
anticipated that some other process on the remote system will read, process and then delete the DCP

message files.

Kermit attempts to lock the serid port by writing a file to the /usr/spool/uucp directory. Make sure that
whoever isrunning Kermit (i.e'drot) has write permission to this directory.

The DROT assumes that a connection is dready in place on the specified serid line and that a Kermit
receive processor Kermit server isrunning on theremote host. The stepsfor establishing aconnection over
aphoneline are given below.

To edablish the connection in various ways may involve enabling or disabling logins on the serid ports.
Note that whenever aport is enabled or disabled, it becomes owned by root and its permissions are set
to -rw------- . Hence:

enable ttyla
chmod 666 /dev/ttyla

When red-time serid output is disabled, aHANG-UP signd is sent to the running Kermit process. This
may result in the darm message: "Kermit exit gatus 1. You may safdy disregard this message.

The following steps can be used to establish a 2400 baud phone- line connection between the DROT and
another SCO UNIX system for the purpose of transmitting messages via Kermit. To place a copy of
Kermit on the remote hogt, copy the file, /usr/drot/bin/kermit, to afloppy and ingtdl it on the remote host.
It is assumed that the modem is connected to COM1 on both systems and that /devi/ttylais enabled for
login on the remote system (but not on the DROT).

Onthe DROT, press ALT-F1 and login (if not aready) as'drot'.
Type: 'kermit -l/dev/ttyla-b 2400 -i'
Type: 'connect’
Y ou are now taking to the modem. Issue gppropriate AT commands for diding.
(e.g. ATDT1,800,555,1212)
Login to the remote host over the phone line.
f. Start the Kermit server on the remote host by entering:
'kermit -I/dev/ttyla-b 2400 -i -x'
g. Now exit from theloca Kermit onthe DROT by pressing CTRL-\ (backdash) and then C. Then
type: 'quit’.
h. Press ALT-F2 for the DROT red-time status screen. Set the serial parameters appropriately
(/dev/tty1a,8,n,1,kermit). Then enable red-time seria outpuit.

o0 oW

o
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i.  Incoming messages will now be forwarded to the remote host via Kermit.
J- Whenfinished, disable the redl-time serid output on the DROT.

k. PressALT-F1 and restart the local Kermit asin step b.

l. Type finish

m. Type: ‘connect’

n. Log out from the remote system.

0. Press CTRL-\ and then type C. Type 'hangup’ and quit.



APPENDIX F: LIST OF ACRONYMS

BCH Bose, Ray-Chaudhuri, and Hocquengheim (an encoding scheme for DCP addresses)
CGA Color Graphics Adapter

CRC Cyclic Redundancy Check

CRT Cathode Ray Tube (display monitor)

DAPS DCS Automatic Processing System

DCP Data Collection Platform

DCS Data Collection System

DOMSAT Domedtic Satdllite

DQM DOMSAT Quadlity Monitor

DROT DOMSAT Receive Only Termind

EGA Enhanced Graphics Adapter

EISA Extended Industry Standard Architecture

GMT Greenwich Mean Time

GOES Geogationary Operationa Environmenta Satellite
HGC Hercules Graphics Card

ISI Integra Systems, Inc.

KBPS Kilobits per second

MB Megabyte (1,048,576 bytes)

MS-DOS MicroSoft Disk Operating System
NESDIS Nationd Environmenta Satdllite, Data.and Information Service

NOAA Nationa Oceanic and Atmaspheric Administration
PC Persona Computer

RAM Random Access Memory

SCO Santa Cruz Operation

TBD To Be Determined

VGA Virtua Graphics Array



